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Comparison of Multi-Purpose Cores of Keccak and AES

@ Security protocols (IPSec, SSL, TLS, etc.) provide
several cryptographic services requiring multiple
dedicated algorithms.

Primitive
AES/Keccak

@ Alternative: using a single cryptographic primitive in

various modes for all secret key functions. 25
. . . P Multi-Purpose
@ We investigated AES and Keccak f-function. T
@ Typically AES is smaller and has better throughput ~ §' |
over area ratio (TP/Area) then Keccak. S1o
&

@ High-speed and low area implementations each. 0.5 Cocoak
eccal

@ Multi-purpose Keccak outperforms AES by a factor
of 4 (TP/Area) on average across devices and modes.

@ Keccak in AE-mode (Keyak) achieves a TP of
23.2 Gbps on Xilinx Virtex-7 and 28.7 Gbps on Altera
Stratix-1V.

Dedicated

TP/Area —

@ Dedicated Keyak outperforms AES-GCM by a factor
of 6 on average across all devices.

AES-GCM
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