On the robustness of the ISAP mode against
physical attacks

ISAP Team

The ISAP mode for lightweight authenticated encryption is designed to provide increased
robustness against a large class of implementation attacks, such as Differential Power
Analysis (DPA) [14], Simple Power Analysis (SPA) [4], Differential Fault Attacks (DFA) [2],
Statistical Fault Attacks (SFA) [11], and Statistical Ineffective Fault Attacks (SIFA) [6]
entirely on mode-level. In the following, we briefly explain how the ISAP mode achieves this
hardening/protection against physical attacks and provide further references to literature.
For a detailed discussion of the features of ISAP we refer to the specification [7].

Differential Power Analysis (DPA). In the context of DPA attacks we disscuss the
protection of the ISAP mode against 3 different kinds of DPA attacks, i.e., classical
DPA-based key recovery attacks, DPA-based plaintext recovery attacks, and tag recovery
attacks.

One of the main design goals of ISAP is the inherent resilience against classical DPA-
based key recovery attacks [14]. This is achieved through the usage of the leakage-resilient
re-keying function that derives unique session keys for encryption/authentication from the
long term key and the nonce. It can be viewed as a sponge variant of the classical GGM
construction [12]. By limiting the absorption rate during re-keying, one can reduce the
number of possible inputs to a permutation call per inner part to 2, which renders classical
DPA attacks impractical. A more detailed analysis of classic DPA attacks on an IsAP-like
mode is discussed in Section 4.2 of [10].

Another quite unique feature of ISAP’s mode in the context of DPA attacks is the
fact that it does not enable DPA-based plaintext recovery attacks during authenticated
decryption. This is essential in situations such as firmware updates where the plaintexts
could carry sensitive information like cryptographic keys. In case of an online/single-pass
AEAD scheme, an attacker could query the decryption with a constant nonce and varying
ciphertexts, therewith forcing constant key stream blocks that get combined with varying
ciphertext blocks. A simple DPA-style attack could then be used to learn the key stream
blocks, and thus the corresponding plaintext blocks. Such attacks do not require the
extraction of cryptographic keys, but can still be used to undermine the security and
integrity of security-critical systems. The two-pass construction of ISAP prevents this type
of attack by starting the decryption only after the authenticity of the ciphertext and nonce
was successfully verified.

Last but not least, we discuss the case of DPA-based message forgery attacks by
recovering the correct tag. Given an implementation of authenticated decrytpion without
DPA-secure tag verification, it is possible to forge valid messages without knowledge of
the master key [1], which is for example critical for secure bootloading [17]. In case of
ISAP, such an attack can be prevented without the need of algorithmic countermeasures
by utilizing additional permutation calls before the tag verification (as suggested in Section
6.1.4 of [7]). This idea was later analyzed in more detail as the StP (SuKS then PVP)
construction in Section 7.2 of [9].
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Simple Power Analysis (SPA). The ISAP mode does not provide inherent protection
against SPA, however, it was designed such that SPA leakage is reduced as described
in Section 6.1.2 of [7]. Besides that, as pointed out by many papers in the past, the
exploitation of SPA Leakage becomes considerable harder as the word size of a processor
increases. Performing SPA attacks on e.g. 32-bit devices is thus generally considered to
require much more sophisticated attacks than in the case of e.g. 8-bit devices [13, 19, 16,
3]. This fact stands especially true in case of hardware implementations that calculate
the permutation concurrently on all bits of the state. The resilience of ISAP against SPA
attacks in such a scenario was analyzed in [18].

Differential Fault Analysis (DFA). DFA [2] attacks exploit the difference between results
of repeated executions of cryptographic computations with and without fault injection.
During authenticated encryption, fresh nonces ensure that the session keys are unique for
each encryption, which precludes DFA attacks.

In the case that the attacker can force multiple queries with the same inputs to ISAP
(e.g., same ciphertext/nonce/tag during decryption), ISAP provides enhanced resilience
against the straightforward application of DFA attacks. While Luo et al. [15] show how
DFA attacks can be applied to KEcCAK-based MAC constructions, in the case of ISAP,
a single fault injection per decryption is not sufficient to learn information about the
long-term key. The long term key is only used within ISAPRK, which by itself cannot be
directly attacked via classical DFA since the attacker never gets to see any output directly.
A multi-fault strategy, as outlined in Appendix A of [10], is still possible but requires
roughly the quadratic amount of faulted decryptions when compared to the numbers
reported in [15]. More importantly, it requires precise combinations of multiple fault
injections, both in terms of timing and location, which is considered to be impractical.

Statistical (Ineffective) Fault Attacks (SFA/SIFA). SFA [11] and SIFA [6] are fault
attack techniques that are, in contrast to DFA, applicable to many AEAD schemes,
including online/single-pass variants, and without assumptions such as nonce repetition or
release of unverified plaintext. These attacks are especially interesting since it was shown
that they are also applicable to masked implementations, whereas SIFA can even work in
cases where masking is combined with typical fault countermeasure techniques [6].

Both attacks have in common that they require the attacker to call a certain cryp-
tographic building block (e.g., permutation) with varying inputs. In principle, SFA can
be applicable when AEAD schemes perform a final key addition before generating an
output [5], which is not the case for Isap. SIFA, on the other hand, can be used in the
initialization phase of almost all AEAD schemes, similarly to what was shown for the
KEeccak-based AEAD schemes KETJE and KEYAK [8]. However, in the case of ISAP, the
1-bit rate during ISAPRK limits the number of inputs per permutation call to 2 and thus
severely limits the capabilities of SIFA, which usually requires several hundred calls with
varying inputs [8] in practice. A more detailed analysis of SIFA attacks on an Isap-like
mode is discussed in Section 4.2 and Section 4.3 of [10].
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