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ABSTRACT
The ever-increasing security threats to our digital infrastructure im-
pose the training of a sufficient number of engineers on real-world
equipment and attacks. A significant investment in equipment is
often needed to teach hardware security. Additionally, the global
COVID-19 pandemic demonstrated that online-accessible educa-
tional systems are crucial to the continuity of the teaching process.
In this work, we describe our experiment with teaching hardware
security using a centralized shared setup that can be accessed re-
motely by students. Our setup reduces the cost and makes teaching
such advanced topics more accessible while keeping the benefits of
using real hardware to gain practical experience.

CCS CONCEPTS
• Applied computing → Computer-assisted instruction; •
Hardware → Reconfigurable logic applications; • Security
and privacy → Side-channel analysis and countermeasures.
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1 INTRODUCTION
With the growing security threats to our digital infrastructure,
training engineers who can design and verify secure systems is
critical for the prosperity of our computing-based economy.

Among the significant threats to the security of systems are
Side-Channel Attacks (SCAs), where an adversary uses unintended
system outputs such as variations in power consumption to reveal
keys. SCA experimental setups help augment teaching the concepts
of side-channel analysis and other implementation attacks. Such
setups allow students to run experiments and analyze data. In ad-
dition to clarifying concepts, practical experiments allow students
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to appreciate the feasibility and practicality of these attacks, en-
couraging them to consider such threats in their future designs
seriously. Although attackers can perform such attacks at a low
cost, providing SCA setups in a classroom setting can be costly
if each student or small group is provided with their setup. This
issue was already noted at GLSVLSI 2019, where Aysu reported the
cost of SCA boards as a significant challenge for teaching hardware
security lab experiments and stated that there is a need for cheap
and accessible side-channel analysis boards [2].

Moreover, the COVID-19 pandemic and its associated lockdowns
clearly showed that the continuity of the educational process de-
pends heavily on the availability of online-accessible systems that
can be used remotely.

This paper discusses our experiment in supporting information
security classes using an SCA experimental setup to provide hands-
on experiments on hardware security. The setup is online-accessible,
so students can log in remotely, run experiments on real hardware,
and analyze results. This experiment started in Spring 2020 when
the semester was abruptly changed to online teaching. We added
online reachability and time-sharing multi-user features to an SCA
setup. The system has since supported three class offerings in two
universities.

Our system is designed with fault tolerance in mind to recover
from error conditions. This is implemented through a watchdog
mechanism that monitors the system status and resets failing com-
ponents. As a result, we claim the following contribution:

(1) An SCA setup that can be shared by multiple users remotely
which reduces cost and allows social distancing.

(2) Educational materials consisting of labs that guide students
through experiments to learn the fundamentals of SCA and
assess their progress.

2 BACKGROUND AND PREVIOUS WORK
2.1 Side-channel Analysis
Side-channel attacks (SCA)[9] have been recognized for two decades
to be a severe threat to the practical deployment of cryptography.
In these attacks, an adversary utilizes side channels such as power
consumption and electromagnetic radiation to reveal secret keys.
Differential power analysis (DPA) is one of the most potent SCA at-
tacks since its ability to extract keys increases as more side-channel
traces are available.

In a typical DPA attack, the cryptographic function inside the
design-under-test (DUT) is invoked several times with different
inputs. The power consumption is measured using an oscilloscope
or an analog-to-digital converter and recorded for analysis. A small
part of the key (sub-key) is guessed, and the power consumption of
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the DUT is estimated using a power model for each guess. Statistical
analysis is performed to determine the most likely key guess. This
operation is repeated for each sub-key until the full key is revealed.

Several SCA platforms to perform SCA are readily available. The
DPAWorkstation fromRambus [12] and Inspector fromRiscure [13]
are examples of commercial systems. SAKURA boards [6] arewidely
used in academia and support FPGAs and smart cards; however,
the project concentrates more on the hardware than analysis tools.
NewAE Chipwhisperer SCA platform offers several target options
and allows target and sampling clocks to be synchronized for precise
measurements [11].

The Flexible Opensource workBench fOr Side-channel analysis
(FOBOS) [1] is an SCA platform that uses commercially available
low-cost FPGA boards (e.g., Digilent Nexys-A7) whenever possible.
The FOBOS control board is compatible with Chipwhisperer FPGA
targets and can also use a synchronized sampling clock, and includes
analysis scripts that can be used for attacks and leakage assessment.

2.2 Test Vector Leakage Assessment
The Test Vector Leakage Assessment (TVLA) methodology [5] is
used to test leakage from cryptographic implementations. This test
is widely accepted as a first check for security against SCA attacks.

The idea of the test is as follows; if a device is DPA-resistant,
its power consumption must be independent of the algorithm’s
intermediate values. Consequently, power traces collected when
processing fixed data and traces collected when processing random
data should be statistically indistinguishable. This variation is called
the fixed-vs-random test. We label the two trace sets 𝑄 𝑓 and 𝑄𝑟 ,
respectively. The 𝑡 value is calculated as follows:

𝑡 =
`𝑓 − `𝑟√︂
𝑠2
𝑓

𝑛𝑓
+ 𝑠2𝑟

𝑛𝑟

where `𝑓 and `𝑟 are the means, 𝑠𝑓 and 𝑠𝑟 are the standard devi-
ations and 𝑛𝑓 and 𝑛𝑟 are the number of samples in the sets. The
null hypothesis is that the means of the two trace sets 𝑄 𝑓 and 𝑄𝑟

are equal (i.e., the two trace sets are indistinguishable). We use the
calculated 𝑡 value as an indicator to accept/reject the null hypoth-
esis at a certain confidence level. If the 𝑡 value is greater than a
predefined threshold, the device fails the test.

2.3 Hardware Security Courses and Equipment
Several researchers have explored teaching hardware security to
4-year and 2-year college students. In [15], Wiesen et al. propose
educational guidelines for hardware reverse-engineering courses
with a hands-on component. Additionally, they designed a course
that included five hands-on projects to evaluate their methodology.
Chandy et al. [4] developed a set of hardware-security oriented
courses with hands-on components to train students in this area.
Based on student feedback, the authors concluded that theoreti-
cal and practical components are essential in such courses. In [2],
Aysu argued that even though hardware-security courses are being
taught in many US universities, the number of offered courses does
not meet the demand. He also presented a hardware security course
focusing on SCA. Schaumont described an experiment to teach
an online digital signal processing to conform to social distancing

imposed by the COVID-19 pandemic [14]. In this course, a low-
cost setup was used to replace expensive lab equipment used in
on-campus offerings of the same course.

A common issue with many of these courses is that the lab
setting they require is not affordable to most students, limiting
their hands-on experience to time in the lab. Recently, NewAE
introduced relatively affordable hardware, ChipWhisperer-Nano [7],
with a built-in target Arm Cortex-M0 processor, which has 16KB
of FLASH and 4KB of SRAM. Even though their capabilities are
limited compared to a ChipWhisperer-Lite, DPA Workstation, or
Inspector, they are sufficient for an introductory course to SCA. At
a price between $40 each in the classroom pack (20 Nanos) and $50
in single quantities, they are ideal for an in-person lab setup.

Due to COVID-19 restrictions, an in-person lab was not possible.
The Nano was not an option either, as we did not want to impose
an additional cost on students, did not have the funds to purchase
30 or more boards for students to borrow, and did not want the
headache of managing the lending of boards with subsequent full
functional verification and eventual updates. Even in the absence
of a pandemic, there are other circumstances where an in-person
lab is not possible for example when the department does not have
lab space available to set up an in-person lab or the course does not
have a dedicated lab section associated with it. For these reasons,
we decided to develop an online accessible SCA evaluation setup
based on the FOBOS platform and created a series of lab exercises.

3 METHODOLOGY
Our goal was to augment information security courses with an
experimental setup that can be shared by multiple students and
provide educational materials targeting students from different
backgrounds, including non electrical and computer engineering
students. Below we detail the courses, lab, and experimental setup
used.

3.1 Course description and Student Background
Our online SCA setup and the associated labs were introduced in
Spring 2020 in ECE/CYSE 476 shortly after COVID19 forced a shut-
down of in-person classes at George Mason University (GMU) and
used again in Spring 2021 (still no in-person classes) and currently
in Spring 2022 with in-person classes. IT 435 at James Madison
University (JMU) started using the labs in Fall 2021, and classes
were in-person.

3.1.1 CYSE/ECE 476 Cryptography Fundamentals. is a senior-level
course and required for students in the Cybersecurity Engineer-
ing program (CYSE) and a technical elective for students in the
Electrical Engineering and the Computer Engineering programs
(ECE). This course introduces the students to historical ciphers,
modern secret-key stream and block ciphers, modes of operation,
and public-key cryptosystems such as RSA, elliptic curve, and post-
quantum cryptography. It covers the mathematical background
required for understanding the algorithms and security estimates.
The course lets the students explore historical ciphers, the limits of
key management for public-key ciphers, and attack implementa-
tions of cryptographic algorithms in hardware using side-channel
analysis through hands-on projects. The prerequisite for this course
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are introductory courses in Python programming and digital elec-
tronics. One 1 hour and 15 minute lecture is devoted to the basics of
side-channel analysis and explains simple power analysis and cor-
relation power analysis in particular. It includes the mathematical
background on computing the power model for the AES implemen-
tation that they will be attacking in the lab. The lab consists of three
parts, and the students have one week to complete each. At the end
of each lab, the student has to write a report in which they answer
all questions posed in the lab instructions. Students were working
on these labs in groups of two. A second lecture on side-channel
analysis covers timing and cache attacks and is scheduled later in
the semester after completing the SCA labs.

3.1.2 IT 435 Cryptography for Information Technology. is a senior-
level course in the Computer Science department. The course is
intended for students enrolled in the Information Technology (IT)
program and its topics include elementary combinatorics and num-
ber theory, classical ciphers and accompanying attacks, and modern
encryption schemes, including public-key cryptography, secret-key
ciphers, hash functions, side-channel attacks, and post-quantum
cryptography. The prerequisite for this course is an introductory
course in information security which introduces general topics
in network and computer security. Side-channel analysis is intro-
duced as a concept in two 1 hour and 15 minutes long lectures
that include different types of side-channel analysis, timing attacks,
simple-power analysis, and correlation power analysis. The stu-
dents are then presented with a three parts hands-on lab identical
to the three parts project from CYSE/ECE 476. The only difference
is that in IT 435, students perform the hand-on labs during class
time, with the instructor available to answer questions that may
arise while performing the lab and explain concepts. Each student
was working individually on each of the three parts of the lab. The
students also get the chance to see the FOBOS hardware setup
in-person in that format. Each lab part is scheduled for one week
(2 lecture times), with the lab report due one week after it is intro-
duced.

3.2 Side-Channel Analysis Setup
Our experimental setup is based on the FOBOS open-source project,
which provides a comprehensive yet affordable side-channel plat-
form. The version available at the start of this project, FOBOS 2, has
a few drawbacks. First, it requires an external oscilloscope, increas-
ing the setup cost. Also, the interface to the PC is limited in speed
since it uses USB/UART communication. Furthermore, FOBOS 2
does not have the capability to be time-shared by multiple users.

To address these shortcomings, we performed a significant up-
grade to the FOBOS 2 resulting in a platform that we will refer to
as FOBOS 3 in the rest of this paper. The FOBOS 3 Side-Channel
analysis platform is composed of the following components:

(1) The SCA workstation runs all capture and analysis scripts. To
collect traces, the users execute a script that connects to the
control board, sends test vectors (e.g., plaintext and key) one
at a time, and receives results (e.g., ciphertext) and traces
back from the control board. Results and traces are stored in
files in the SCA workstation for further analysis.

(2) The control board receives test vectors from the SCA work-
station and forwards them to the DUT. Once the DUT starts

processing a test vector (running the cryptographic algo-
rithm), the control board collects the instantaneous power
consumption changes of the DUT using a measurement cir-
cuit and the ADC on the FOBOS Shield. The control board
also generates the clock signal for the DUT and controls the
trigger signal (used to trigger ADC / oscilloscope to collect
a trace).

(3) The target board (DUT board) is where the cryptographic
core that will be attacked or tested is instantiated. The board
allows the measurement of changes in the power consump-
tion of the core voltage rail. So far, we tested using a modified
Digilent Nexys 3 board, which contains a Xilinx Spartan-6
FPGA as a target board, and a Tektronics CT-1 current probe
was used for measurement. Our setup is also compatible with
the NewAE ChipWhisperer CW305 DUT, which contains a
Xilinx Artix-7 FPGA.

The FOBOS 3 setups used at GMU and JMU are shown in Fig 1
and Fig 2 respectively. The control board consists of a PYNQ-Z1
board and the FOBOS 3 Shield. The FOBOS 3 Shield is a custom
board that includes an ADC, a pre-amplifier, power regulators,
glitch control, and the DUT communication interface. The PYNQ-
Z1 features a Xilinx Zynq 7020 System on Chip, which consists of
a dual-core ARM processor running Linux and an FPGA. FOBOS 3
uses the FPGA to generate a clock signal for the DUT, communi-
cate with the DUT, and collect measurements from the ADC on
the FOBOS 3 shield. The control board is connected to the control
PC using a Gigabit Ethernet interface to transfer commands, data,
and power traces. The ARM processing system runs the control
software, which is based on the PYNQ [16] library, a Python-based
abstraction layer that facilitates writing applications for Zynq.

The high-level architecture of the data acquisition system is
shown in Fig. 3. The DUT Communication module interfaces the
control board and the target board. DUT Control performs reset,
triggering, and timeout functions. The ADC module is optionally
used to measure power traces instead of an oscilloscope. It has a
maximum sampling rate of 105MS/s and is based on the OpenADC
project [10] with drivers adapted from [3]. The control board also
includes modules for power measurement and glitch control.

Figure 1: FOBOS 3 setup at GMU. The target here is amodified
Digilent Nexys-3 board

The architecture of our online-accessible SCA setup is shown in
Fig. 4. The user can access a server hosting the control scripts and
connect to the control board via a communication interface. The
server uses a protocol to send commands and receive status. All data
(results and trace) are stored in the host server and can be analyzed
or downloaded locally. We utilize Jupyter Lab, an interactive web-
based development environment that provides access to many tools,
including Jupyter notebooks, to run Python code [8].
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Figure 2: FOBOS 3 setup at JMU. The target here is a NewAE
ChipWhisperer CW305 board
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3.3 Laboratory Exercises
The lab consists of three parts, data acquisition, correlation power
analysis and side-channel leakage assessment. For each part, the
students get a copy of a Jupyter worksheet which contains detailed
instructions, Python code, and several questions. The lab report that
the students will have to submit at the end of each part consists of
the answers to the questions. We included several questions in these
notebooks asking for student feedback. The feedback is analyzed
in Sect. 4.1.

3.3.1 Data Acquisition: In this lab the students get familiar with
FOBOS, the SCA setup, and the JupyterLab environment. In par-
ticular, the students learn the relationship between samples and

traces as well as sampling frequency and DUT frequency. After
configuring the FOBOS acquisition settings, such as samples per
trace, number of traces, ADC and DUT frequencies, and ADC gain,
FOBOS will generate test vectors (plain text inputs), run the data
acquisition and plot the waveform of the changes in current con-
sumption of the DUT. Using their knowledge of AES, they have
to determine which samples correspond to the interesting clock
cycle, i.e., the point of attack, and re-run the acquisition step for
those samples with 10,000 or more traces. Students will experience
that the power traces look slightly different from each other due to
noise and that each run will yield again slightly different results
due to different test vectors used. An example is shown in Fig. 5.

1st Round

Figure 5: Power traces of AES-128 with crop to the “interest-
ing” clock cycle

3.3.2 Data Analysis - Correlation Power Analysis (CPA):. Students
use the power traces collected in the first part of this lab for CPA.
First, they have to learn how to generate a hypothetical power
model for the point of attack based on hamming distance and per-
form this calculation manually for one key-guess, one sub-key, and
one plaintext input. After the students crop the power traces more
closely to the point of attack (Fig 5), FOBOS computes the power
model and uses Pearson’s product moment correlation coefficient
to generateMeasurements to Disclosure (MTD) graphs as well as Cor-
relation graphs. Examples are shown in Fig 6 and Fig 7 respectively.
MTD graphs show on the x-axis the number of traces analyzed, and
on the y-axis in blue, the highest and the lowest correlation value
found for any key guess except the presumed correct one for that
many analyzed traces. Additionally, they show in red the correla-
tion for the assumed correct key guess. The number of traces where
the red curve (presumed correct key) leaves the space between
the blue lines (best other key guesses) is the minimum number of
traces required to obtain this subkey byte. The Correlation graph
shows on the x-axis the sample number, based on the start of the
cropped sample window, and on the y-axis the correlation value.
The black line is the correlation for the presumed correct key guess.
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The graph shows when in time (sample number), the correlation
value is the highest. Students will experience that the sample num-
ber for the highest correlation differs for different key bytes due to
propagation delay differences in the AES implementation and that
MTD differs for different key bytes due to noise.

Figure 6: Measurements to Disclosure

Figure 7: Correlation Graph

3.3.3 Side-Channel Leakage Assessment: Students get familiar
with the Test Vector Leakage Assessment (TVLA) methodology
based on Welch’s T-Test. Using their knowledge from part 1, they
configure FOBOS’s data acquisition. FOBOS will produce fixed and
random test vectors interleaved at random and perform the data
acquisition. Then it performs the T-Test on the recorded traces and
presents the results in graphical form. Students run these steps
multiple times to examine the effects of the number of traces used
and the speed with which the samples are being taken (number of
samples per DUT clock cycle) on the result of the T-Test. Students
are also asked to investigate any correlation between the T-Test
results and the operations of AES to determine during which clock
cycle information is leaking.

4 ANALYSIS AND DISCUSSION
4.1 Student Feedback
Feedback from students was requested for the data acquisition and
the data analysis part in all offerings of these labs. The leakage
assessment part only requested feedback in the Spring 2021 and

Fall 2021 offerings. For each lab part, we asked the students what
concepts were the hardest to understand and which step of the lab
took the most time. The feedback is summarized below.

4.1.1 Data Acquisition: The relationship between the number of
samples and clock cycles of AES (samples per trace) was the hardest
to understand concept. This directly leads to understanding how
to determine at which sample in the power traces graph the AES
computation starts and at which it ends. This is needed to find the
interesting clock cycle. The students observed that the power traces
vary and found it hard to determine the reason. Students spent most
of the time understanding the complex concepts and re-doing the
measurements until all settings were correct, including the ADC
gain, in order to obtain a good graph.

4.1.2 Data Analysis: The hardest to understand concepts in this
part of the lab were Pearson’s Correlation, the hypothetical power
model calculations, and reading the MTD graphs. Determining
why the number of samples and the sample number are different
for different subkey bytes was also difficult to understand. The
most time was spent on computing the power model (HD) for
one subkey, one key guess, and one plaintext manually (bonus
question), determining the minimum number of traces (MTD) for
each subkey byte, and re-running the data acquisition part to get
more measurements.

4.1.3 Leakage Analysis: Not surprisingly, the most challenging
concept to understand was Welch’s T-Test. However, also hard to
understand was how to match the peaks of the T-Test to the clock
cycles of AES and how sampling frequency affects the T-values.
Most time spent in this part was on running the T-Test multiple
times for different frequencies and comparing the results.

4.1.4 Overall: These lab part-specific questions were followed up
with some questions on their experience with the laboratory exer-
cises overall. Table 1 summarizes the results to the question of "Do
you think it was worth it accessing actual hardware and performing
real physical measurements or would a simulation be sufficient for
you to understand the details and difficulties of correlation power
analysis?" A majority of students thought it was worth accessing
actual hardware, even though it was remotely. Five student groups
thought that the lab was a simulation. For IT 435, the answer to this
question was yes unanimously. The students in this course were in
the lab and could see the hardware setup.

Table 1: Was it worth accessing actual hardware

Semester Yes No Undecided Simulation
Spring 2020 (CYSE/ECE 476) 7 3 2
Spring 2021 (CYSE/ECE 476) 12 4 2 5
Fall 2021 (IT 435) 7

The biggest hurdles the students had to overcome were for
CYSE/ECE 476: Scheduling time with a partner and that only one
person at a time can access the Jupyter netbooks, re-reading in-
structions and lecture notes / slides to understand the concepts, and
verifying that all parameters are correct. Students suggested that
the labs could be improved by providing more detailed explanations
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on core topics such as Pearson’s Correlation, MTD, CPA, and TVLA.
Some questions need to be formulated more clearly. Some students
suggested that a method should be found so that they can confirm
the outcomes or at least have solutions available for earlier parts
before starting the next part to avoid repeating earlier mistakes.
Also, for CYSE/ECE 476, a demonstration in class before starting
the labs was suggested.

4.2 Course Outcome
Table 2 shows the time students reported to have needed for comple-
tion of the three lab parts computed across all three course offerings.
While the average times are between 3 to 5 hours per lab and the
medians show an even more encouraging 2 to 3.5 hours per lab,
the standard deviation of up to 3.72 shows a large spread on how
long students took. On the other hand, self-reported times have
to be taken with a grain of salt, as the unrealistic minimum and
maximum times show.

Table 2: Time Spent in Hours

Lab Part Avg. Median Std. Min Max
Data Acquisition 3.51 2.00 3.35 0.50 16.00
Data Analysis 4.64 3.50 3.72 1.00 20.00
Leakage Assessment 2.62 2.00 1.57 0.80 6.50

Tables 3 shows the points the students have achieved on each lab
part computed across all three course offerings. All labs were graded
out of 100 points. The data analysis lab has a 10 point extra credit
question. Here the averages and medians are close to full points,
and the standard deviation is low, indicating that most students
completed the labs successfully.

Table 3: Points Achieved

Lab Part Avg. Median Std. Min Max
Data Acquisition 96.8 98.1 6.7 35.2 100.0
Data Analysis 102.7 106.1 8.8 69.0 110.0
Leakage Assessment 98.3 100.0 3.5 81.6 100.0

4.3 Lessons Learned
Several student groups pointed out that accessing actual hardware
and not just running a simulation has several benefits. Hardware
shows that the theory learned is actually working. While many
aspects could have been simulated, real hardware leads to less
consistent results, and understanding these variations is essential.
The ability to change many parameters and observe the outcomes
was also appreciated, leading to a deeper understanding.

Some students pointed out that they enjoyed working with real
hardware and that the current CYSE degree program does not offer
enough work on physical hardware. The reason for this sentiment,
as reported by students, is that performing real physical measure-
ments rather than a simple simulation gave them more confidence
that the concepts learned in class will work in real life and that
correlation mathematics does account for noise and other varia-
tions. This confidence translated for several students into higher
motivation and more effective learning.

5 CONCLUSIONS
We presented our experiment in augmenting information secu-
rity courses with labs based on an online accessible shared SCA
setup. This lowers the cost per student, allows the convenience of
remote access, and allows social distancing when necessary. The
setup has been used successfully to support three course offerings
in two universities. Further, we developed teaching materials and
analyzed student feedback on the advantages, challenges, and pro-
posed improvements to this offering. FOBOS 3, including source
code, hardware schematics, and educational material is available at
https://cryptography.gmu.edu/fobos.

With reasonable effort, such a setup can support massive-online
courses with a large number of students. A pool of instances can be
dynamically allocated to students to achieve this. We believe this
to be interesting future work.
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