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Previous Work on SHA-3 Candidates

o Kerckhof et al. [CARDIS 2011]
o Compact FPGA implementations of finalists.
@ 256-bit hash only on Virtex-6, 64-bit 1/0.
o Fastest algorithm is 7.8 times faster while 2.2 times larger than
slowest.
@ Jungk and Apfelbeck [ReConFig 2011]
o Area-efficient implementation of finalists.
o Designed for Virtex-5, also results for Spartan-3, 32-bit /0.
@ Most implementations occupy similar area.
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Previous Work on SHA-3 Candidates

o Kerckhof et al. [CARDIS 2011]
o Compact FPGA implementations of finalists.
@ 256-bit hash only on Virtex-6, 64-bit 1/0.
o Fastest algorithm is 7.8 times faster while 2.2 times larger than
slowest.
@ Jungk and Apfelbeck [ReConFig 2011]
o Area-efficient implementation of finalists.
o Designed for Virtex-5, also results for Spartan-3, 32-bit /0.
@ Most implementations occupy similar area.

Problem: Rating algorithm performance when

@ Implementations are on different devices,

@ made with different implementation goals and features,
@ vary in both: area and throughput, and

@ support different 1/0 interface widths.
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Motivation

Keeping either area or throughput constant makes fair comparison
of lightweight implementations possible.

@ Implementing for minimum area alone can lead to unrealistic
run-times.

@ = Target: Achieve the maximum Throughput/Area ratio for
a given area budget.

@ Realistic scenario:

o System on Chip: Certain area only available.
o Standalone: Smaller Chip, lower cost, but limit to smallest
chip available, e.g. 768 slices on smallest Spartan 3 FPGA.
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Our Goals

@ All optimized for the same target:
o Xilinx Spartan 3, low cost FPGA family
o Maximum Throughput to Area ratio for given area budget.
o Implemented 256 bit digest versions only

@ All use the same standardized interface.
@ Implemented on several FPGA families for fair comparison
with other reported results.

@ Budget: 400-600 slices, 1 Block RAM (BRAM)

@ Budget: 768 slices, 0 Block RAM (BRAM)
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Our Goals

@ All optimized for the same target:
o Xilinx Spartan 3, low cost FPGA family
o Maximum Throughput to Area ratio for given area budget.
o Implemented 256 bit digest versions only

@ All use the same standardized interface.
@ Implemented on several FPGA families for fair comparison
with other reported results.

@ Budget: 400-600 slices, 1 Block RAM (BRAM)

@ Budget: 768 slices, 0 Block RAM (BRAM)

@ Additionally: Measuring of Power Consumption
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Power Measurement Setup

i
clk rst clk rst
Wrapper 15 SHA Core src_ready | ——
do;n > din g srcread [ |
empty ——»Q src_rea
—» Start regé - srciready dst_ready
~=—{dout ”””’;9”””—”” dst_write [
—=— trigger din dout .
full ———Q dst_ready trigger ﬁ Loadi uP . uw - \W
write < dst_write e Loading rocessing riting e

@ Separation of driver circuit from SHA-Core.
@ SHA-Core state inferred through monitoring FIFO signals.
@ Driver on Nexys2, SHA-Core on Spartan-3E Starter Kit.
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Power Measurement Circuit

STl ey
ISuppIy 200 Core Core
| FPGA

T 5K l IRegulator

° 'DTotal = PStatic + PDynamic

w

@3 supply voltages VCorev VI/O: and VAuxi/iary-

@ We measure only Icoe W/0 clock to obtain Ps;atic
and at 50 MHz for Protay.

@ Measure I core average for Loading, Processing, and Writing
stages.

8/25
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Implementation Summary of Finalists for Long Messages

Block Clock Cycles to hash Throughput

Size N blocks clk = b
Algorithm || (bits) b | st +( I+ p)-N+ end (I+p)- T
BLAKE-256 512 | 2-4( 32+ 258)-N+ 17| 512/( 290- T)
Grastl 512 | 2+( 32+ 515)- N+ 532 | 512/( 547-T)
= JH42 512| 2+ ( 64+ 737)-N+ 33| 512/( 801-T)
o Keccak 1088 | 2+ ( 68+3696)- N+ 17| 1088/(3764 - T)
Skein 512 | 5 ( 32+42407)- N +2362 | 512/(2439- T)
SHA-2 512 | 24 ( 32+ 563)-N+ 17| 512/( 595-T)
BLAKE-256 512 | 2-+( 32+ 258)-N+ 17| 512/( 290-T)
> Grstl 512 | 2+ ( 32+ 357)-N+ 374 | 512/( 389-T)
S JH42 512 | 2+ ( 64+ 736)- N+ 32| 512/( 800-T)
) Keccak 1088 | 2+ ( 68+2328)- N+ 17| 1088/(2396 - T)
S Skein 512 | 5-( 32+2366)- N+2319 | 512/(2398- T)
SHA-2 512 2 +( 32+ 404)- N+ 17| 512/( 436-T)

3'? SHA-3 Conference Jens-Peter Kaps, P. Yalla, et al. Lightweight Implementations of SHA-3 on FPGAs



/ Introduction Results of SHA-3 Finalists .
GEORGE Methodology Comparison with Kerckhof Results -
ON Results Comparison with Jungk Results
|

UNIVERSITY

Implementation Results of Finalists on Xilinx Spartan-3

o o

_ S 5. 82| & | 8%

9| x2| E 5 33| < & 3 3 < &
283255 | 25|58 25 18

Algorithm | < & | @2 |[= O~ £ £ £ £
BLAKE-256 549 1 8.05 || 219.3 | 0.40 || 205.9 | 0.375
Grgstl 594 1 7.65 || 122.4 0.21 61.9 | 0.104
JH42 502 1 9.19 || 69.6 | 0.14 | 34.0 | 0.068
Keccak 627 1 8.90 || 325 | 0.05| 323 | 0.052
Skein 498 1 10.65 19.7 | 0.04 || 10.0 | 0.020
SHA-2 547 1 8.48 || 101.5 | 0.19 | 984 | 0.180
BLAKE-256 631 0 8.16 || 216.3 | 0.34 || 203.6 | 0.322
Gregstl 766 0 6.83 || 1926 | 0.25 || 97.9 | 0.128
JH42 558 0 10.05 || 63.7 | 0.11 | 31.2| 0.056
Keccak 766 0 9.83 | 46.2 | 0.06 | 45.8 | 0.060
Skein 766 0 12.83 16.6 | 0.02 8.5 | 0.011
SHA-2 745 0 8.52 || 137.8 0.19 || 132.1 | 0.177
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Results of SHA-3 Finalists
Comparison with Kerckhof Results
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B

BLAKE-256 BLAKE-286
H—p
® Replaced BRAM with two BLAKE.258 Grast

Distributed RAMs.

@ Same number of clock cycles.

JH Grastl SHA-2¢
i
@ Replaced BRAM with two SHDA‘Z
Distributed RAMs.
IHAZ) o
° Not. Sl.JffIC.Ient space for additional * Keccak
optimizations. Keccak 2
Skein o Skein
a 3

500 600 700 800
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Comparison with Kerckhof Results -
Results Comparison with Jungk Results
B

Grestl BLAKE-256
|
@ BRAM stores only intermediate BLAK<>E-256 Grastl
hash and IV. °

@ Removing BRAM increases size

only marginally. Grasy/SHA2 0

@ Additional area allows sHA Y
implementing full GF multiplier. O
JH42

@ = One new column every 2 clock o ~“‘<|;‘2

cycles (earlier 3). - Ke<<:>cak
ecca
Skein (] Skein
™ 3

500 600 700 800
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Results

Keccak

Fixed rotations turn into variable
rotator for small datapaths.

Results of SHA-3 Finalists
Comparison with Kerckhof Results
Comparison with Jungk Results

BLAKE-256
8 o
BLAKE-256

Replaced BRAM with four single

port Distributed RAMs.

Grost|
<

Grasti SHA-2¢

Decoupling of § and p & 7 through | gyp0"

additional register and Distributed 0

RAM el-lmlnates address JI—SZJH42

contention. ¢ Keccak
- . : ®

= Eliminates dedicated write Skein Kec.cak Skeir

cycles. | N

Jens-Peter Kaps, P. Yalla, et al.
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Results of SHA-3 Finalists
Comparison with Kerckhof Results -
Results Comparison with Jungk Results
B

Skein BLAKE-256
|
@ BRAM circuit uses 32-bit adder to BLAK<>E-256 Grostl
©

reduce critical path.

@ Barrel shifter is largest block (192

slices).
) Grgstl SHA2 @

@ Logic only uses 64-bit datapath as SHA-2
dualport Distributed RAM is too

big (162 — 356 slices) JI—SZJH42
SHA-2 © Keccak
Keccak &
@ Logic only version uses registers for Dke'” = Skein
state variables — reduces number ¢
of clock cycles per round. 500 600 700 800
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Ranking by Throughput over Area on Spartan—3‘ |

BRAM Logic Only
0.45 0.45
0.40 Ml Large Messages [l Large Messages
[ Small Messages 0.40 [ Small Messages
0.35 0.35
S _
8030 8 030
@ ]
2025 @ 025
5 8
g 0.20 g 0.20
:;3 0.15 8 015
< <
a 0.10 a 0.10
= =
(IS I
0.00 0.00 —
Grostl JH42 Skein Grostl JH42 Skein
BLAKE-256 SHA-2 Keccak BLAKE-256 SHA-2 Keccak

Algorithms with finalization rounds perform worse for short
messages.
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Ranking by Power Consumption on Spartan-3E B

BRAM Logic Only

50 50

40 40
gl HH g 1
E : E
5 O Dyngmlc Power 5 [ Dynamic Power
% 20 [l Static Power 2 20 [l Static Power
g g

[
o

[

o

I

JHA2 Keccak Grastl
Skein SHA-2 BLAKE-256

0 Hil

Keccak Skein BLAKE-256
SHA-2 JH42 Grostl
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Ranking by Relative Energy Consumption on Spéftan—BE

BRAM Logic Only
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Spartan-3 Shoot Out

BRAM Logic Only
" > . >

ren | 2 [B | T | E|B,
Algorithm Large | Small || & |§ 2 || Large|Small|| & | 5L
BLAKE-256 || 2.15 | 2.08 || 1.22 | 0.53 1.85 | 1.81 (4.00]| 1.15
Grgstl 1.11 | 058 || 1.68| 1.31 1.36 | 0.72 || 458 | 1.49
JH42 0.75 | 0.38 |1 0.98 | 1.33 0.62 | 0.22 || 2.66 | 2.43
Keccak 0.28 | 0.29 || 1.07 | 4.21 0.33 | 0.34 || 1.83| 3.32
Skein 0.21 | 0.11 |[0.84 | 4.36 0.12 | 0.06 || 3.51| 13.08
SHA-2 1.00 | 1.00 || 1.00 | 1.00 1.00 | 1.00 |[ 1.00 | 1.00
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Introduction Results of SHA-3 Finalists
Methodology Comparison with Kerckhof Results
Results Comparison with Jungk Results

Implementation Shoot Out

Xilinx Altera
Spartan-3 |Spartan-6| Aritx-7 | Virtex-5 | Virtex-6 |Cyclone-II

Algorithm L| S L|s|L|sS|L|Ss|L|s| L |S
BLAKE-256({2.15/2.08|1.99|1.931.77|1.71|1.80|1.742.06|2.00|2.06 | 1.99
Grgstl 1.11/0.58(0.69|0.36|0.70/0.36 |1.02| 0.54|0.920.48|1.95[1.02
<§E JH42 0.75/0.38|0.54|0.27|0.66|0.33 /1.01/0.51|0.76 |0.39|1.06| 0.54
& Keccak 0.28(0.29/0.43/0.44|0.33/0.34|0.49|0.50|0.560.58|0.84 | 0.86
Skein 0.21/0.11{0.15/0.08/0.12|0.06|0.18|0.10|0.16 |0.09|0.36| 0.19
SHA-2 1.00/1.00{1.00{1.00|1.00|1.00|1.00|1.00|1.00|1.00|{1.00|1.00
BLAKE-256({1.85/1.81|2.24|2.19/2.23/2.19|1.86|1.82|2.24|2.19|3.76| 3.69
= Grgstl 1.36/0.72(1.43/0.76|1.26|0.67|1.50 0.80|1.41 0.75]1.93|1.02
8 JH42 0.62]0.32/0.74/0.38|0.75|0.39/0.99|0.50|0.740.38|0.37| 0.19
& Keccak 0.33/0.34/0.90/0.93/0.49|0.51|0.48/0.50 {1.00 | 1.04|0.27 | 0.28
— Skein 0.12]0.06|0.14|0.08|0.14|0.07|0.17|0.09/0.17 |0.09|0.07| 0.04
SHA-2 1.00{1.00({1.00(1.00|1.00|1.00|1.00|1.00|1.00|1.00|1.00|1.00

L: Large Message, S: Small Message
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Comparison with [Kerckhof] Results (Virtex 6)

900
800 ™ BRAM Grestl(K) v
¢ Logic

700 vV Kerckhof
& 600
g Grostl
g BLAKE-256 ¢ 2
2 400
=1 BLAKE-256m
g °® Grostl
£
~ 200 Keccak JI—L42 i géﬂg% %

100 | BLAKE-256(K)v vkeccakfk]

¢ mSkein
0 Keccak il
0 50 100 150 200 250 300
Area (slices)
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Comparison with [Jungk] Results (Spartan-3)

500
v
450 Grosti(J)
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JH42(J)
& 350 BLAKE-256(J) V
_8— v
\% 300
3 250 BLAKE-256
< BLAKE-256 B ¢
2 200 & VBLAKE=256(J)
o 150 Grostl
N - _ T
= Grostim ¢ SHA-2 Skevm(J)
100 SHA-2 = B BRAM
50 JH42 Wy jH42 @ Logic
Kecti\kl :VKeccak Vv Jungk
0 Skein Skei 2
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Comparison with [Jungk] Results (Spartan-3)
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Comparison with [Jungk] Results (Virtex 5)
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B BRAM
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Results of SHA-3 Finalists
Comparison with Kerckhof Results

Results Comparison with Jungk Results

Thanks for your attention.

3" SHA-3 Conf ter Kaps, P. Yalla, et al. Lightweight Implementations of SHA-3 on FPGAs



Backup Slides

34 SHA-3 Confe Jens-Peter Kaps, P. Yalla, et al. Lightweight Implementations of SHA-3 on FPGAs 1/20



£

MASON

Interface and Protocol

UNIVERSITY

Interface and Protocol

Based on Interface and 1/O Protocol from Gaj et al.[CHES 2010].
@ msg_len_ap, seq_len_ap (after padding ) in 32-bit words.
@ msg_len_bp, seq_len_bp (before padding) in bits.

n—2
msg_len_bp = E seq_len_ap; - 32 + seq_len_bp,_1
i=0
n—1
w bits
msg_len_ap = E seq_len_ap; - 32 e fen apy [0
. i=0 seq
w =16 bits. 0
Ww bits seq_len_ap ‘O
clk rst msg_len_ap |1 seq,
SHA Core msg_len_bp ;
L gin dout se?q_len_apn,l‘l
——=qsrc_ready dst_ready message seq_len_bp,_,
~—src_read dst_write seq"_1

a)S
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HA Interface
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b)SHA Protocol
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BLAKE-256

Grgstl
. JH -
Implementations Keccak E B
| N

Skein

Memory Requirements: 2,176 bits

512 @ State: 512 bits
Pm o IV: 256 bits
o Intermediate Hash: 256 bits
0%%511 @ Message: 512 bits

‘ @ Constants: 512 bits

e S - o Salt: 128bits all 0
B¢
~ B T . 32 M VB

o 0 G o Blake scales very well.
5 D = ﬂ 5 @ Folded up to 4 times vertically

and 4 times horizontally.
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Grgstl
. JH T
Implementations Keccak E B
| -

Skein

BLAKE-256 Implementation BRAM

Performance (Clock Cycles)

@ Initialization: 2
Loading: 32

@ Block Initialization: 16
@ 8xG: 14x16+2=226
°
°

Block Finalization: 16
Total per Block: 258

} DRAM | f DRAM ] } DRAM | } DRAM ]

@ Implemented quasi-pipelined 1/2 G-function computing 2 in
parallel.

@ Permutation causes a large controller with 210 addresses.

@ BRAM contains constants, message, |V, intermediate hash.

@ Scalability: Unfolding leads to worse TP/A.
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Grgstl
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Implementations Keccak E B
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Skein

BLAKE-256 Implementation Logic Only

= Performance (Clock Cycles)
8 o Initialization: 2

B @ Loading: 32

= @ Block Initialization: 16
o 8xG: 14x1642=226

% @ Block Finalization: 16
5] @ Total per Block: 258

@ Replaced BRAM with two Distributed RAMs.

@ One stores IV, intermediate hash.
o Other stores constants, salt, counter, chaining values.

@ Therefore same number of clock cycles as BRAM version.
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Grgstl
. JH T
Implementations Keccak E B
B

Skein

M . o Grgstl scales well, like AES.
V213 i . .
4D l " @ Folded up to 8 times vertical.
- 3 @ Small storage requirements.
‘ Addp ‘ 512 ‘ Addq ‘ 512
I @ Uses many narrow memory
| S‘?OX | iox| | L5284, accesses in parallel (8 per
[ Sft Row | [ Sft Row | column).
[ Mix | [ Mix |
— Memory Requirements: 2,048 bits
- 55
m LR o State: 1024 bits

o IV: 512 bits
@ Intermediate Hash: 512 bits
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BLAKE-256
Grgstl

JH

Keccak
Skein

Implementations

Performance (Clock Cycles)

@ Initialization: 2
Loading: 32

P&Q: 10x48+3=483
XORs: 32

Total per Block: 515

@ Finalization takes as many clock cycles as 1 block.

@ BRAM stores only intermediate hash and IV.

@ One new column every 3 clock cycles, P & Q interleaved.
°

Scalability: Reducing number of clock cycles per column by
adding S-Boxes and/or GF-Multiplier.
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Grgstl
. JH T
Implementations Keccak E B
B

Skein

Grgstl Implementation Logic Only

Performance (Clock Cycles)

L I R o Initialization: 2
5 @ Loading: 32
}4xDRAM| p4xDRAM | p4xDRAM | }4xDRAM| ° P&Q 10X32+5:325
I Add Constant | P XORS: 32
P o Total per Block: 357

} SBox ] SBox |} SBox |} SBox |

@ Removing BRAM increases size only marginally.

@ The higher area budget allows implementing a full GF
multiplier.

@ = One new column every 2 clock cycles.
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| -

Skein

Aoz @ Permutation P, grouping, and
51 . .
MAHD 51z =) de-grouping makes scaling

Bs Group Sy dlfflcu|t
R,

@ Folding increases size.

8 S—box 256

E;j c

4 g Memory Requirements: 3,072 bits
H

State: 1024 bits

1024

@ Precomputed Sp: 1024 bits
De-group @ Message: 512 bits
M—2E e E o Constants State: 256 bits
512 0 1024 ﬁ"%tH °

Constants Cy: 256 bits
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i Performance (Clock Cycles)
I @ Initialization: 2

@ Loading incl. group: 64
@ Rg: 16x42=672

@ De-group: 64
o
o

H 5
ding*| pRrAM 5
63
AG/UG Xor

63

0
Port-A 1 634»(‘)
of  JBRAML 1] 2 _|

Port-B

Extra read cycles: 1
Total per Block: 737

i

L

o
sl
>
=z

>

5-80r | [5-80x | 4

L

T

@ Grouping M and de-group only on H [Kerkhof].
@ BRAM stores IV and chaining value.
@ State is stored in Distributed RAMs.

@ On-the-fly generation of round constants.
Lightweight Implementations of SHA-3 on FPGAs 10 /20
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Implementations Keccak E B
B

Skein

JH Implementation Logic Only

i Performance (Clock Cycles)
1 Initialization: 2
@ Loading incl. group: 64
I 7 @ Rg: 16x42=672
o
°

. 5
ding*| pRrAM 5
63
AG/UG Xor

63

0
DRAM 31 534,? Al
3t of | ol [ o DRAM M1
0 31 3 B

@ Replaced BRAM with two 32x32-bit Distributed RAMs.
@ This did not yield possibilities for additional optimizations.

De-group: 64
Total per Block: 736

L

S=Box | [5-501] =
L
T

Lightweight Implementations of SHA-3 on FPGAs 11 /20
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BLAKE-256
}‘=’ Grgstl
GEORGE i 0 JH -
ON mplementations Keccak
By

UNIVERSITY Skein

Keccak Algorithm

1088 @ Only simple operations.

1087
@ p, T operate on columns, x on

rows.

@ Algorithm cannot be folded.

1087 Memory Requirements: 3,286 bits

o State: 1,600 bits
@ Round Constants: 1,536 bits
@ Constants: 150 bits

Rotate
Const

Round
Const
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| -

UNIVERSITY Skein

Keccak Implementation BRAM

«_RegA_out —
S I it vy R e Performance (Clock Cycles)
SFRengout» é} \Vi S .
o  Regc out| | S| |V i @ Initialization: 2
e L =/ .
outs2 3 p— =r° o Loading: 68
0 a1 m b Reg-V
I Pori-B Oﬁgl L @ 0, p, m: 91x24=2,184
(0]
L § 5 JBRAML | [E] PRho&PI @ ), L 63x24=1512
din 1 N -
peaalis 6 o Total per Block: 3,696
32 63 § <’|: A 0] var_out P
32
var_out |63
321 ONB o

@ Quasi-pipelined 0 & p & 7w

@ Fixed rotations turn into variable rotator for small datapaths.
° contains the rotator.

@ Scalability: 64-bit datapath only viable without BlockRAM.
@ Adding 2 more 64-bit registers saves approx 700 clock cycles.
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ON mplementations Keccak
By

UNIVERSITY Skein

Keccak Implementation Logic Only

Performance (Clock Cycles)

@ Initialization: 2

@ Loading: 68

@ 0, p, m: 58x24=1,392
@ x, L 39x24=936

@ Total per Block: 2,328

@ Decoupling of # and p & 7 through additional register and
Distributed RAM eliminates address contention.

@ = Eliminates dedicated write cycles.
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@ 64-bit adders lead to long delay.

128 @ Algorithm cannot be folded.

‘ H ‘ﬁﬂ{ Keygen ‘:

} oo sio Memory Requirements: 2,112 bits

State: 512 bits

@ Processed |V: 512 bits
@ Message: 512 bits
°

Rotation Tweak Constants:
B 64 bit

Hash Chaining Value: 512 bits

I
=
£
>
©

4x | 18x+1

Threefish [\

@
&
©
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} . W%»}dput Performance (Clock Cycles)
Port-A !
s N o Initialization: 5
bors | o Loading: 32
w| d 0 . o MIX: 18x4x20=1440
31 0 1 N .
[Tweak | 211] AT o Keygen:
o e 0 i ey 19x45+3=858
dint A% | % L83 e Je @ Permutations: 109
31 A 63
v o o Total per Block: 2407

@ Using 32-bit adder to reduce critical path (no clk penalty).

@ Barrel shifter is single largest block in the design (192 slices).
@ Finalization takes as many clock cycles as 1 block hash.

@ Scalability: Running Keygen and MIX in parallel.
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Skein Implementation Logic Only

Ty 5 Performance (Clock Cycles)
32 31 Eena T .
. 63 16715 0 dout @ Initialization: 5
]DRAM[O ‘oes i — @ Loading: 32
preg-1 || <<<R | o MIX: 18x4x20=1440
o o Keygen:
[ Tweak |22 L[] @ 19x47+1=894
458 . M @ Permutations: 32
63

o
=23
@
©

Total per Block: 2366

0 9 = 0
5 @D 15
8 | FJl=din
0 olo

@ Have to use 64-bit, else need dualport Distributed RAM at
356 slices (from 162).
@ Larger adder increases length of critical path.
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MASON

Implementations

UNIVERSITY

SHA-2 Algorithm

M

512{

Message
Expansion
(00,01)

I

Round
(Ch,maj, £0,X1) 64x
& ——— |

Hash
Generation

256 /f

BLAKE-256

Grgstl
JH -
Keccak

. A

Skein

@ Uses six logic functions Ch,
Maj, X0, Sigmal, sigma0, and
sigmal.

@ Algorithm cannot be folded.

Memory Requirements: 3,072 bits

@ State: 512 bits
@ Constants:64x32=2,048 bits
@ Hash values: 2x8x32=512 bits

18/20
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SHA-2 Implementation BRAM

Performance (Clock Cycles)

reg-A4
=
breg-R3
/7 3\

@ Initialization: 2
Loading: 32

Message expansion=99
Round: 64x7=4438
Hash generation: 16
Total per Block: 563

|
iy

!
[Ip =1
e
breg-A2 || freg-A1] preg-M2]
L—7
®© ©6 6 © ©

]
FH-F Maj ]} ®0
@ BRAM contains constants, message, working variables and
intermediate hash.

@ Quasi-pipelined the round operation.
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SHA-2 Implementation Logic Only

Performance (Clock Cycles)
Initialization: 2
@ Loading: 32

o Message expansion=196
@ Round: 64x3=192
°
°

Hash generation: 16
Total per Block: 404

@ Constants, message and intermediate hash are stored in
DRAMs and working variable in registers.

@ Use of registers for working variable reduced the number of
clock cycles per round.
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