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Background

* On October 6, 2017, Kazuhiko Minematsu submitted the
refined hardware implementations of AES-OTR to the
crypto-competitions@googlegroups.com

* These new implementations were based on novel
unrolled hardware architectures of aes128otrpv3 and
aes128otrcv3 defined in the AES-OTR specification v3.5

* On November 11, 2017, the corresponding optimized

results were added to t
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Background (cont.)

* On November 11, 2017, the following additional results
were added to the ATHENa database of results at

https://cryptography.gmu.edu/athenadb/fpga_auth_cipher/rankings_view
https://cryptography.gmu.edu/athenadb/fpga_auth_cipher/table_view

Virtex 6 and Virtex 7 results for
= present80n6t4silcv3
= |ed80n6t4silcv3
= twine80n6t4clocv3



Contents & Convention

* |n the following slides, we describe the influence of the
new results on ranking of Round 3 CAESAR Candidates
compared to the GMU Report from August 28, 2017

* For each page of the report influenced by the new submission,
we provide the original version, as of August 28, 2017, marked

ORIGINAL

and the revised version, based on the status of the ATHENa
database as of November 11, 2017, marked

REVISED



Architectures

ORIGINAL

 Majority of algorithms have designs based on
Basic Iterative Architecture (One Round per Clock Cycle)

Exceptions:

ACORN (NTU):

AEGIS (NTU):

AES-OTR (NEC):

COLM (CINVESTAV-IPN):
Deoxys-I (NTU):

Deoxys-l (GMU):

JAMBU-SIMON:

8bit & 32bit lightweight

Folded /8v

Unrolled x2

Quasi-pipelined

4-stream pipelined

Basic iterative with speculative
pre-computation

Unrolled x4



Architectures REVISED

 Majority of algorithms have designs based on
Basic Iterative Architecture (One Round per Clock Cycle)

Exceptions:
= ACORN (NTU): 8bit & 32bit lightweight
= AEGIS (NTU): Folded /8v
= AES-OTR (NEC): Unrolled x2, x4, x6
(Dual, Quad, Hexa)
= COLM (CINVESTAV-IPN): Quasi-pipelined
= Deoxys-I (NTU): 4-stream pipelined
= Deoxys-l (GMU): Basic iterative with speculative

pre-computation
= JAMBU-SIMON: Unrolled x4



All Use Cases



Virtex-6



Results for Virtex-6 — Throughput vs. Area
Logarithmic Scale
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Results for Virtex-6 — Throughput vs. Area

Logarithmic Scale
I
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Relative Throughput/Area in Virtex-6

vs. AES-GCM

Throughput/Area of AES-GCM = 1.020 (Mbit/s)/LUTs
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vs. AES-GCM

Relative Throughput/Area in Virtex-6
Throughput/Area of AES-GCM = 1.020 (Mbit/s)/LUTs
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Relative Throughput in Virtex-6
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Throughput in Virtex-6
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Area (#LUTSs) in Virtex-6
Ratio of a given Cipher Area/Area of AES-GCM
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Relative Area (#LUTSs) in Virtex-6
Ratio of a given Cipher Area/Area of AES-GCM

2.25

2.24

Area of AES-GCM = 3175 LUTs

2.5

20}

15¢

1.0}

0.5}

TAQW|OD
W10D

ZAuUIXoen
uixoeil

Zrojehadsanu
eAa

GAZae
Z3v

IAgZTUd|bRI(I08ZIS2RpEae
g400

E€ADI}08Z ISR
410-S3v

I8Z1sIbae
SI193v

ZA8ZTO08ZTISnJiow
SNYON

TYIA8ZTIIsAxoap
sAxoaq

EATPZEXIOU
XdYON

REVISED

zanquielsae
sav-nawv(

£A20[2139UQ83UIM}
201D

€NDjISpiIouQgluasaud
7TIS

ZIA8ZTUODSe
uodsy

Znalafiay
ala))

ZA9guowisnquel
NOWIS-nawv(

€AgZTUJI0DE
NHODV

0.0



Virtex-7



Results for Virtex-7 — Throughput vs. Area
Logarithmic Scale
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Results for Virtex-7 — Throughput vs. Area

Logarithmic Scale
I
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vs. AES-GCM

Relative Throughput/Area in Virtex-7
Throughput/Area of AES-GCM = 1.038 (Mbit/s)/LUTs
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vs. AES-GCM

Relative Throughput/Area in Virtex-7
Throughput/Area of AES-GCM = 1.038 (Mbit/s)/LUTs
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Relative Throughput in Virtex-7
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Throughput in Virtex-7
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Area (#LUTs) in Virtex-7
Ratio of a given Cipher Area/Area of AES-GCM
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Relative Area (#LUTs) in Virtex-7
Ratio of a given Cipher Area/Area of AES-GCM
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Stratix IV



Results for Stratix IV — Throughput vs. Area

Logarithmic Scale
9 |

ORIGINAL

ACORN acornl28v3

AEGIS aegis128I

AES-GCM aesl128gcmvl
AES-OTR aes128otrcv3

AEZ aezv5

Ascon asconl28av12

CLOC aesl128n8t8clocv2

COLM colmOv1l

Deoxys deoxysil28v141
JAMBU-AES aesjambuv?2
JAMBU-SIMON jambusimon96v2
Ketje ketjemajorv2

Keyak riverkeyakv2

MORUS morus1280128v2
NORX norx3241v3

OCB aeadaesl28ocbtaglen128vl
SILC aes128n12t8silcv2
Tiaoxin tiaoxinv2

Throughput [Mbit/s]
-
(@)
N

=
o
w

O+YAROBLEVEADS SRS

1072

Area [ALUTS]

27



Results for Stratix IV — Throughput vs. Area

Logarithmic Scale
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vs. AES-GCM

Relative Throughput/Area in Stratix IV
Throughput/Area of AES-GCM = 0.786 (Mbit/s)/ALUTs
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Relative Throughput/Area in Stratix IV
vs. AES-GCM
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Relative Throughput in Stratix IV
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Throughput in Stratix IV
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Area (#ALUTS) in Stratix IV
Ratio of a given Cipher Area/Area of AES-GCM
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Relative Area (#ALUTS) in Stratix IV
Ratio of a given Cipher Area/Area of AES-GCM
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Stratix V



Results for Stratix V — Throughput vs. Area

Logarithmic Scale
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Results for Stratix V — Throughput vs. Area

Logarithmic Scale
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vs. AES-GCM

Relative Throughput/Area in Stratix V
Throughput/Area of AES-GCM = 1.093 (Mbit/s)/ALUTs
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vs. AES-GCM

Relative Throughput/Area in Stratix V
Throughput/Area of AES-GCM = 1.093 (Mbit/s)/ALUTs
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Relative Throughput in Stratix V
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Throughput in Stratix V
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Area (#ALUTSs) in Stratix V
Ratio of a given Cipher Area/Area of AES-GCM

Area of AES-GCM = 3943 ALUTs
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Relative Area (#ALUTSs) in Stratix V
Ratio of a given Cipher Area/Area of AES-GCM
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Use Case 2



Virtex-6



Results for Virtex-6 — Throughput vs. Area
Logarithmic Scale
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Results for Virtex-6 — Throughput vs. Area

Logarithmic Scale
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Relative Throughput/Area in Virtex-6

vs. AES-GCM

Throughput/Area of AES-GCM = 1.020 (Mbit/s)/LUTs
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Relative Throughput/Area in Virtex-6

vs. AES-GCM

Throughput/Area of AES-GCM = 1.020 (Mbit/s)/LUTs
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Relative Throughput in Virtex-6
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Throughput in Virtex-6
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Area (#LUTSs) in Virtex-6
Ratio of a given Cipher Area/Area of AES-GCM
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2.24

Relative Area (#LUTSs) in Virtex-6
Ratio of a given Cipher Area/Area of AES-GCM
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Virtex-7



Results for Virtex-7 — Throughput vs. Area
Logarithmic Scale
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Results for Virtex-7 — Throughput vs. Area

Logarithmic Scale
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Relative Throughput/Area in Virtex-7
vs. AES-GCM
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vs. AES-GCM

Relative Throughput/Area in Virtex-7
Throughput/Area of AES-GCM = 1.038 (Mbit/s)/LUTs
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Relative Throughput in Virtex-7
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Throughput in Virtex-7
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Area (#LUTs) in Virtex-7
Ratio of a given Cipher Area/Area of AES-GCM
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Relative Area (#LUTs) in Virtex-7
Ratio of a given Cipher Area/Area of AES-GCM
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Stratix IV



Results for Stratix IV — Throughput vs. Area

Logarithmic Scale
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Results for Stratix IV — Throughput vs. Area

Logarithmic Scale
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Relative Throughput/Area in Stratix IV
vs. AES-GCM
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vs. AES-GCM

Throughput/Area of AES-GCM = 0.786 (Mbit/s)/ALUTs

Relative Throughput/Area in Stratix IV
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Relative Throughput in Stratix IV
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Throughput in Stratix IV
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Area (#ALUTS) in Stratix IV
Ratio of a given Cipher Area/Area of AES-GCM
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Relative Area (#ALUTS) in Stratix IV
Ratio of a given Cipher Area/Area of AES-GCM
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Stratix V
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Results for Stratix V — Throughput vs. Area

Logarithmic Scale
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Results for Stratix V — Throughput vs. Area

Logarithmic Scale
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vs. AES-GCM

Relative Throughput/Area in Stratix V
Throughput/Area of AES-GCM = 1.093 (Mbit/s)/ALUTs
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vs. AES-GCM

Relative Throughput/Area in Stratix V
Throughput/Area of AES-GCM = 1.093 (Mbit/s)/ALUTs
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Relative Throughput in Stratix V
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Throughput in Stratix V
Ratio of a given Cipher Throughput/Throughput of AES-GCM
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Relative Area (#ALUTSs) in Stratix V
Ratio of a given Cipher Area/Area of AES-GCM
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Relative Area (#ALUTSs) in Stratix V
Ratio of a given Cipher Area/Area of AES-GCM
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Conclusions

* |nterms of the Throughput/Area Ratio

* InVirtex 6 and 7, position of AES-OTR did not change

* |n Stratix [V and V, revised AES-OTR outperformed NORX
* |nterms of Throughput

* In Virtex 6 and 7, revised AES-OTR outperformed ACORN
and Keyak

* |n Stratix IV and V, revised AES-OTR outperformed ACORN
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Conclusions (cont.)

* |nterms of Area

* In Virtex 6, SILC & CLOC outperformed NORX and AES-
JAMBU

* In Virtex 7
SILC outperformed AES-OTR, JAMBU-AES, Ketje, and

Ascon

CLOC outperformed Deoxys, AEGIS, AES-OTR,
JAMBU-AES, Ketje, and Ascon

* For candidates in Use Case 2, no changes in rankings
occurred for either Throughput/Area, Throughput, or Area
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